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duasll lam U] €5,S15 (0 DNS csovas 5,Siall DNS PNES
Jraig ugll @850 315w Juaidl oo loasy pSeid lgdb A
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HTTPS g HTTP

HTTP go bo

el oolsl yigasl jlgz delus Gl aclsall (o degame ayi (§Hlall paill Jas JsSais,)
déy )99 (Tim Berners-Lee) J-jyim pui dhwlgs 05lis] i .cugll g8lgo ] &asill Je
el Gl yiguasll jlg= Ly iy Gl diy yhll ai] o lissuwall Jilgly wlisiled] y31o1 §
©lalfllg iga348 gbling yguall Jio xagll Olakio Je Glginall JS Je Jiomg

http://www.example.com
- password: abc123
S
—
Helen " 4
Without password encryption
HTTP z Hacker see “abc123"

HTTPS go bo

&l G2 Las lopais g yb oe bilily duogios Je bdloy HTTP go Blol yisT dsuu g0
Acluy 130 pusuall gdgall dhulgy 3l diya ¢l oSay 3 Gy 3oy & cliloglas gidg duiy
99 &by yolbiy posui go puly Lasisl gigall go Juolgis bl o ST Je

https://www.example.com

L.
oo .
password: abc123
- g With password encryption
Carol e Hacker see “xyaerXzabc”
e

HTTPS
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URL

dl sl el dzgy elljio plgic of LaS lolos ledyil @y olgias URL glsic & 558
@8lgall a2y ol eb polsdl Lugll aduaiio yisg URL glgic o8 il Junyp cnl

dowlgll Cuyi3l dolio yie clatnio d>g) jgo)g OlalS o )9S pols joy dil .diigsId|
https://www. .com:80/path/to/myfile.htmi?keyl=valuel#header

FRAGMENTS
This Is a reference to

PATH a specific part of the
This tells the server web page, indicated
which specific page This is extra information by a hash symbol
or file you want to that's sent o the server
see, after a question mark
fpathfro/myfile htmi [?

2keyl=vaivel

Top-Level Domain (TLD)
This Indicates the
type of organization
or geographical
location.
.com/ .edu/ .gov

PORT

The port Indicates
the technical "gate”
used to access the

This is the domain
resources on the

name of the website

welr sdiver. you want to visit,
80 exampie/ fryhackme
SCHEME
This Is the protocol SUBDOMAIN
wcnmnmp:ubfw This is the subdomain,
how to fetch the often used to organize
resource. different sections of a
HTTF/ HTTPS website.
Www
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b 20 gl Loic 03l § ey g3l ely23b Cugll sl pSTHTTP @b

GET POST

Je Jooall pasig Jl@ s
315 o Wloglao gl el Jl bl
2w eli] boyg

R R AVECS

PUT Delete

e Jl vl OMowdl/Ologlsall

Ologlaall ‘S‘

| |
§ i Jo

oo "Man-in-the-middle" Glaxo gio § Acluy HTTPS ol
Lo 33lg (elainio) Jrosdl p ©ULWI ppais JA>
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Jl s of oSay elilb 2o Jolaill daySy Jpusi 03131 go Jilw)y o HTTP dl> jgo)
lo Jg= 631 dago wlogleo gl (*"Not Found 404" Jio) clbs31 .("OK 200" Jio) gl
g doio ) Jeogll clgls Losic ¢

oo Jodll 2520l ol Jresll 1153 g0yl 030 Jusys
il 3b Jlw)] dsylio dle cimgg dlgid 0338 ailb
135 dofli a3 o) jgoyll 03o

199-100
Ologleall dsliwl

of drasll Uz Al o) o Glail 3o o3l
152l ol aylb

299-200
el

3J9°J!dﬁagj|glbd*?9ﬂj9‘°ﬂ|omp c. 2
8§9‘°9T |0WU"‘°9J1¢U309§J.).9PT
Lolod lizo

399-300
da>gill 6ol

il Je Gasi @l el gladl 3o pans
Jolei diy b § diSiive J| i o 83leg Jrasl!
bl go Jrosll

499-400
Jrosll sl

Joled § 88 dSiivo J] ypid Lo 83leg LI
bl go 3Ll

Page 37

599-500
PRYENP12EY



R
UL g0,
Aolell HTTP

2oty il o] 5

200

Lo d)go CLM.U!_PJ
1634;;»&Liogi)gA?,oAjaMuzdio)

201
cliigl o

g dniio J] Jresll adiaio digi 83l 130 pgis
Jl el daaoll ol Goull lSymo sy ol 83335

ROIEREV AN dl.ubuzuui wzug 3l oo

301

Jrg=ill @3
e3> JSaw

3o awil 26 LaS oSg coMel @il ayzgill Jilow
Juswoll § 5321 830 jusi) 289 s 850 i

302
Joi=ll o5

bl § sgi80 ol b5 £ o ol pasiall psy
Sl gl p315 )50 15 13] Blol 130 plasiwl oSay
Jrosll lghuy ol digmo dogleo 289 dilb @iy

400

bl Llb

38 4985 G Nygall 130 yoyel o331 s el Gy
0852 Lo 83leg /sl b J) Jos I Jazuuiy Caod
290 dalSg Ao puwl douwlgy ell3
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Aolell HTTP

g diols jg0) Gy= ol play Olighill Gog dalisall HTTP dl> jgo) oo el dlio
Hlgdalias o Jeinall o §1 legaid iSHl Je 6y AL Lies

clgw 3ygall 130 yoy=) 331 b Gud 403
3 ol Jozal Jamuuiy Caod £si
. 404
aulb 531 3)g0ll gl dxiuall _
" o ' .
d>duoll e
1o .di) yhall 03g) calby 3)50ll prouy 3 205

create-account// Jl GET wdb Jlwyl
POST (ulb g8gny oS Loy @2 @900 yué dilyyloll

B2 39 bl go Lo s paladl dolg 500
o St aso Jolill 4as doasll § J51s las

&% bl 2o Joleill p3lsd) ooy ¥ 503
e palall ol of LS bsus dolg dolio yué doasll
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umllgs als
b ol cugll Olyoléo

(Headers) ¢pgl=ll

eliSay didSls| wlily 2 (Headers) (uglisll
e .wllbll eoadsi sic cagll sl I lgllw)]
eybo JSiin dyg 6 Cud (pglied] ol oo eyl
& digmuo dzian Uil 3] HTTP il @) 385 Jie
-gidLok e ) Lo pusvo JSin g8gall yoye

(Cookies) bly)ydl «u =i wlalo
e S0 oLé.LogmeJJXIgé.;_p.‘ioLé.Lo

oc el po I yiguasll jlg> e lginjd
eliduass )35 09 gl @8lge &b

dyy2d Jozu lao (Jg2 Al dumuud Glogleog
Lawoss yisTy duwdw yisT el dolsdl Cugll
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bli)Jl w0 wlalo
(Cookies)

The client requests the
webpage from
http://cookies.thm

The server responds back with
a simple webpage with a form
asking For the users name

The client sends back the Form
with the name set to adam

19 GMT The server responds with a
Set-Cookie header telling the

FCHisetRIES client to save the data name=adam

On the next and every further
request the clients sends the
cookie data back to the server

The server then sees the cookie
Lo g data and instead of displaying
UTFS the Form it displays a welcome
back message instead

2j
ple § Netscape dhuwlg gl e Jo3l bliydl =i wlale plaziwl e3 @l

dlw Wlhgiowo Jie diig IRl 6)laull @8lge e pasiuall Gloglao ¢33 1994
33l dio 3l Oyl
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Jo= Gloglee bl Cagll 15 dl b JLuyb (0g)S 29>
loyg35 Gl driuall

dniuall oby5) eloinoio lgo s Sl 3L Gz

N@lébo&oémﬁm)mg@nglp)bféﬂ

)l @dlgo sl piy
©olasuwb Jgi” plﬁxx” @

<&y

HTML

L]

o

HTML CSsS JS

w9J|8.9|940 el (W] 8‘9|9’° el Loy PSR VeNe)
n90) lginiy 2ag BLa] YU o dlrox Jdl dSy=lg Jeladl
(kulgy (yogas p.uoao.d|u|_)h.> cugll oo
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Lo § 559 lglisnts dile a5 ©ljso sl ol gl «Jasdl by b
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HTML
(HyperText Markup Language)

gl Je gdlgall lgy st Gl dalll Lo (HTML) @lall il sp0xdl ds)
03e diS 33359 HTML Ol liy Ol o (egwgll Layl d3gymall) yolis)

2dvaiall § sgizell

olgizwog cugll 8§|9,o Eaouad O] ag)g oy HTML walo oU)idlio“_).ebé

wall gl 332 )l o] @] slao Je sy
L5 Jisuro o ML don ol Jo>
[:ja <!DOCTYPE html> |
<html>
<head> -
<title>Page Title</title>
</head>
<body>
<hl>Example Heading</hl>
<p>Example paragraph..</p>
</body>
</html>
Lo (od Ay aall Samy ylgic 3oy
HTML S
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Sl poe drany abuoiall 1 Gl Cogll dodua) duwbwdl 13231 Lo

(donisall § olgic y5T) Gung) Blgic (i puogll 130 <h1> Ul Jams Je
0ol o 8,88 toudy pwgll 130 <P

8)g0 23] pagll |30 <iﬂ19>‘
So31 Lug daiual Bl toduiy pawgll 130 <>

o)
L8Lo) (Bl 955 dydLsd] Ologlae Jio Log law e s9ix ol pSay pguws|
Jadl dow e paisll Jo=

1tainer>Content</div>

.. 9[5_003, . _)JDLLC . uclassu i |P ]
.CSS prouni) &8 puwl "class" 3325 lgale blaidl

<img ="image. jpg

8)guall yuaw 3930 "src” dowd | PRI §

wlelyal gl 8)guall Jrami pac dl> & Yoy Luog 1943 "alt" Laiy
A Lall

<p ="intro">Hello, welcome to my website!</p>

.)J_}.g ls . JJJDJJ"ld“ |P . =
CSS plaziwly dipuidg ypaisll 130 J] Jgogl lgolasiwl (Sayg
Javascript plaziwl deo Jelaill 97
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CSS Cascading Style Sheets

CSS

<p = >This text is blue.</p>

style plasiuwl HTML puwg J313 6 il blaidl Gubs piy

| CSS
<head> aud (yous <style> dode J315 blaidl Cus
p. { color: blue; } HTML alo lg

e>

)| CSS
e CSS wlo @ blai¥l s

<link rel="st

</head> R . @loy dJaJ__) 29 :d;a.é.ip

<link> puwg plasiwl HTML

el JavaScript

03 Olgls o 0l Variables -l ol Joz pasid dooy dal Lo
I G 9l pogaily B3I Jio byl )

el ot dyeles duig I3l g8lgall
oI

3 ; | Jio Saoliys sgimne =Ll
2ol93l (o degazo o Functions - Jlgall ol dio Solin> sgizne L]
15049 6335w dago Juaid 83519 8y i3 2dlaill dous o Gimlg (dSyiall

20lg3l DS 83le] (493 lgd| i LalS logle diwl dilelasd] bilysllg
Jagudg dazopll §panill el Je elld seluy £ o 9l Lug diuo 5y Loie

lgolasiul 631cly Lgiel,3 il loglas uase 3520 50,5
Gaxd Gl wlelyzdl Lo odo: Events - Olasdl
T ST . dl 2l g9 Ggizall Cua=d Jie
8ylall ygy0 9l hj e il Jio gl dadio e ° o
03g) glomwdl JavaScript J pSoy paic Ggd  F 090 eliS o8 wdadiall Spaod
U3 B8 lgmo Jelatlly &lasdl JONC I
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(¢youd0) Inline JavaScript
9T onclick Wlow plaziwl HTML yaie J315 6yl ¢poudall JavaScript S oy
oyl JI 6385 lgig diy yhll 030 iz puaiy &lasYl Olow go oy of onload

@Yol ol 39501 6518 digmio o 255 LS duol

<button on aler ello!')">Click Me</button>

(J=>15) Internal JavaScript

HTML wlo) <body> 97 <head> @S @ <script> pung J=1s Js1all JavaScript gog i
83 835lg daduo UAL\QSA Bl pgas s Gubull o5 13] diy bl 03e plasiwl Jady

sClick Me</button>

(=)L) External JavaScript

Javascript
js wlale § =yl JavaScript (i ey
pelaziwl HTML (lay lghy)y pizg dlasio
JiadT 9% 130 Src dow 20 <SCript> auwg
plaziwl 65lelg 8,8l dizwoyll yoguaill
L0330 Ulodo juc 3g5I

function sayHello() {
alert('Hello from External Jav

}
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From: support@rnicrosoft.co.uk

Sent: 16/05/2023 12:30

To: John Smith <John.Smith@company.com=>
Subject: Urgent Action Needed!

| Qutlook

Microsoft Account

Verify your account

We detected some unusual activity about a recent sign in
for your Microsoft account. you might be signing in from
anew location app or device.

please verify your account within 24 hours to avoid any
disrupton in your service.

Click on the link below to verify your account:
http://account.liive.com/ResetPassword.aspx

If you do not verify your account within the specified
time , youraccount will be temporarily suspended for
security reasons.

Thanks,
The Microsoft Team
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spelling error, starts with “rn”

From: suppor

Sent: 16/05/2023 12:30

To: John Smith <John.Smith@company.com>

Subject: Action Needed!
Phishing emails often create a sense of urgency to prompt
immediate action.

Outlook

Microsoft Account grammar
mistake

Verify your accoynt

We detected some unusual adtivity about a recent sign in
grammar fOr your Microsoft accou ight be signing in from

mistake \ a new location app or device.
please verify your account within 24 hours to avoid any

disrupton|in your service.
spelling

error . Click an the link below to verify your account:

suspicious
link

spelling
Thanks, Lt
The Microsoft Team

unusual space
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